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Before starting 

Before using BioFinder for the first time, it is essential to have successfully passed through all 

the installation steps without receiving any error message. Besides, Herta Security license must 

have been properly activated. Please, inform support@hertasecurity.com in case of difficulties 

during the installation and licensing processes. 

Equally important is the proper configuration of the application. System administrator must 

ensure that database connection is correctly set up and initial biometric parameters are 

suitably assigned to fulfill the specifications of the scenario to be analyzed. 

Please note: BioFinder needs a NVIDIA graphic card (GPU) to be able to start the application.  

Select graphic card 

In case that the laptop has two graphics cards built-in, one NVIDIA and one integrated, it is 

very important that the NVIDIA graphics card is selected as the default selected graphics card. 

To set it, follow the instructions below: 

1. Do right-click on the Desktop and the next menu will appear: 
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2. Click on the NVIDIA Control Panel and the next window will appear: 

 

 

3. Within the left part of the window, click on the Manage 3D settings option as the 

following image shows:  
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4. Then, the following window will appear:  

 

5. Within the Global Settings tab, click on the drop-down list which is found below 

“Preferred graphics processor:”, then click the NVIDA graphic card instead of Auto- 

select, as the next image shows:  

 

6. Afterwards, the NVIDIA graphic card will be selected as the default graphics processor, 

click on Apply and you can start using BioFinder.  
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Introduction 

BioFinder is a solution that provides real-time face detection and identification videos and 

images. 

The main application window contains a tab menu, which helps the user to navigate through 

the various offered options. Here we present some of the main controls displayed on 

application startup: 

 

1. Live tab: View real-time media streams, detections and identifications. 

2. Alarms tab:  Search previous alarms and see further details. 

3. Subjects tab: Search, add, modify or delete subjects from watch lists. 

4. Settings tab: Configure the application to your liking so as to achieve the best 

possible performance. 

5. Version number: It indicates the version number of BioFinder, useful information at 

the point of reporting bugs. 

6. Detection panel: Last alarms that did not match any subject from watch lists. 

7. Detection threshold: Determines the minimum confidence level of the algorithm to 

argue that a face has been found. If modified, it will gradually return to the value set 

in the configuration tab. 
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8. Add Media button: Opens the media management panel, go to the “Adding and 

configuring a new media file” section to have more details about how to manage a 

media file. BioFinder can process more than one media file simultaneously, for 

further details go to the “Number of media to analyze” section.  

9. Identification threshold: Determines the minimum confidence level of the algorithm 

to argue that a face has been identified. If modified, it will gradually return to the 

value set in the configuration tab. 

10. Identification panel: Last alarms that did match a subject from a watch list. Left 

image is the captured face and right image is the profile picture from database. 

Number of media to analyze 

Inside the Live tab it is possible to analyze multiple media files at the same time. In order to 

assign the number of media files to be analyzed, the parameter Grid size, within settings, must 

be changed. (See the General settings for more information). 

Depending on the number of media files to be analyzed, it will affect directly to the computer 

performance, because the number of faces that must be detected can increase. So, according 

to the hardware features, BioFinder can only analyze a maximum number of media files 

simultaneously. 

Please note: the license limits the number of cameras to be analyzed at the same time. 
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Adding and configuring a new media file 

To add a new media file, press the Add Media button. A list with all the configured media will 

appear.  

 

If there are no media listed or you want to add a new one to use in BioFinder, you can do so by 

clicking on the New button and a configuration menu will appear. 

Video 

 

To configure the video you will have to fill the following fields: 

1. You can give a name to identify the video in BioFinder through the Name field. The 

name must be unique inside the media list. 
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2. You can select a Graphics card in case you have installed more than one. 

3. Also, you can add additional comments in the Comments field. 

4. To add a concrete video, you have to option to Add files separately. 

5. On the other hand, if you prefer to add the entire folder that contains all the videos 

needed, you can just click Add folders and BioFinder will upload the entire collection in 

the folder you specified. 

Images 

 

To configure the images you will have to fill the following fields: 

1. You can give a name to identify the media in BioFinder through the Name field. The 

name must be unique inside the media list. 

2. You can add additional comments in the Comments field. 

3. To add a concrete image, you have to option to Add files separately. 

4. On the other hand, if you prefer to add the entire folder that contains all the images 

needed, you can just click Add folders and BioFinder will upload the entire collection in 

the folder you specified. 

Please note: The images are not processed in the GPU, so the option to select the graphic card 

does not appear.  
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Add the media in the Live tab 

Once the media files are configured, press the Save button. The media configurations will 

appear in the Available Media screen.  

If you prefer, you can restore all the parameters as a Default, pressing its button.  

Now, you can process the media files by selecting them and pressing the Add button. It will 

shortly appear in the Live view. 
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Alarms Management 

On the Alarms tab you can see and manage the alarms generated by BioFinder. By clicking on 

Alarms tab, the following window will appear: 

 

1. Id: Each alarm has an identification number set by the application. 

2. Photo: Shows the face image that carried an alarm. 

3. Name: Shows the name of the subject if it is an identification alarm, if not, there is the 

word Subject wrote as a default.  

4. Last Name: Shows the last name of the subject if it is an identification alarm, if it is a 

detection alarm it will shows the word Detected as a default. 

5. Code: If the alarm is identification it shows the code of the subject, if not, it shows 0 as 

a default. 

6. Time: Shows the time of the video when the alarm was generated, but if the alarm 

comes from an image, it shows the time when the alarm was generated.  

7. Score: This parameter belongs to the certainty of the algorithm that this detection is a 

proper face and if the alarm is an identification alarm, it belongs to the certainty that 

this face correspond to the identified subject, the scale of the score is from 0 to 100. 

8. Quality: Shows from 0 to 100 a score of the quality of the captured image. 

9. Media: Shows the path of the media file that generated the alarm. 

10. Group: If it is an identification alarm and the subject is enrolled in a group, this 

parameter shows the group of the subject. 

11. Comments: If it is an identification alarm and the subject has a comment when it was 

enrolled, this parameter shows that comment. 
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To visualize all the alarms click on the Search button. Afterwards all the generated alarms that 

are found in the data base will appear. If you prefer BioFinder to only show some specific 

alarms, you can apply some search filters. To do so, click on Advanced and the following 

parameters will appear:  

 

Thus, in BioFinder you can indicate what you want to see; the Detection or the Identification 

alarms. After this, click on Search and BioFinder will only show the alarms that accomplish the 

conditions. Additionally, you can filter using a word or code, write this word or code to the 

field over the Search button and click this button. To reset the parameters, click on the Reset 

button and click the Search. 

You can download the alarms list in PDF format by clicking on the  icon. 

With BioFinder, you can save the detection images and send them by e-mail. To do that, if you 

put the mouse pointer over the image that is at the top-left corner, the following symbols will 

appear: 

 

 If you press the first icon on the left, you can save all the images from this alarm. By clicking 

on the second one, you can send the alarm images via e-mail with BioCom technology. Finally, 

if you press the third one, you can visualize all the generated images by this alarm. 
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Enrollment and Subjects Management 

In terms of enrollment, it is possible to add a new subject to the database from several 

sources. 

Subjects enrollment from still images 

Go to Subjects tab and click the Add new subject button:  

Once you click on Add new subject button, the following window will appear: 

 

1. On the subject management panel, click the Capture faces from still images button. 

2. Select desired images and click Open. The largest face from each image will be 

added to the subject management panel. 

3. Fill personal details such as name, last name and code. 

4. If you already created a group, you can add the subject to the group by clicking on the 

drop-down list that is below code. 

5. In the next drop-down list you can indicate if the subject should be active or inactive. If 

the subject is inactive, BioFinder will not identify this subject when it is detected. 

6. Afterwards, you can add an expiry date. After this date, the subject will be removed. If 

you do not indicate this date, as a default, it will never be deleted automatically. 

7. You can add a comment about the subject in the Comments field. 

8. Finally, click Save to enroll the subject. 
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Subjects enrollment from previous alarms 

1. Go to Alarms tab and select one or many (pressing Ctrl key) alarms from the list. 

2. Right-click on any of the selected alarms. 

3. Select Enroll subject from alarm from the option menu. 

4. The best images from selected alarms will be added to the subject control panel. 

5. Fill personal details such as name, last name and code. 

6. If you already created a group, you can add the subject into the group by clicking on 

the drop-down list that is below code. 

7. In the next drop-down list you can indicate if the subject is active or inactive. If the 

subject is inactive, BioFinder will not identify this subject when it is detected. 

8. Afterwards, you can add an expiry date. After this date, the subject will be removed. If 

you do not indicate this date, as a default, it will never be deleted automatically. 

9. You can add a comment about the subject in the Comments field. 

10. Finally, click Save to enroll the subject. 

 

Creating and managing groups  

Each subject can be, or not, included within a group. To create a new group, press on the 

Manage groups button. 

By clicking on this icon the following window will appear: 

 

At the beginning, the groups list is empty. To create a group, write the group name on the top-

left corner. 
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Now press on the icon, next to the writing field. Once the icon is clicked, the group 

will be created. This group will appear in the list as you can see in the following image: 

 

Now the group is created, you can manage its group settings: 

1. The group can be deleted by clicking on the trash can icon next to the group name. If 

you delete the group, BioFinder will ask if you wish to delete all the subjects belonging 

to the group, this way, you can keep the subjects in the data base. 

2. You can edit the Name by click over it.  

3. You can activate or deactivate the group by pressing over the Status circle. Green 

means that the group is activate, and grey means that it is deactivated. 

4. You can also assign a Color. Every time that BioFinder identifies a subject from the 

group, it will appear in that color.  

5. Here it is possible to activate or deactivate the group maintenance, check or uncheck 

the Maintenance option. 

6. Checking the Popup option, BioFinder will open a popup when it identifies a group 

subject. 

7. Finally, you can add a comment to the group, double-click in the Comments field.   

Once the group is created, it will appear in the drop-down list when enrolling a new subject or 

editing an existing one, below the Code field in the subject management window. 

 

Modifying and updating subjects 

To modify a subject go to Subjects tab. Once there, BioFinder offers three different ways to 

edit it. 

1. Double-click over the subject.  

2. Right click on the subject and press Modify.  

3. Selecting it and pressing the  button. 

Afterwards the subject management window will appear. There, you can do the changes. As 

well as adding more Biometric Reference, from images and from a camera.  

To update a subject using more reference images from alarms, go to Alarms tab and right-click 

on the alarm that contains the wished image. Press on Update subject from alarm and the 

subject management window will appear, the image will be within Album section. Select and 

drag it to Biometric Reference section. Press Save to update the subject.  
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To delete a subject, you have three different options: 

1. Select the subject and press the  button.  

2. Right-click on the subject and press son Delete.  

3. Double-click and press Delete button (bottom left) inside the subjects management 

window.   

You can download the full subjects list in PDF format by pressing the  icon.  
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Tricks and tips 

a)   Remember that the enrollment process is subject to an automatic quality control. Take 

into consideration any message box advice and look upon quality bars (below each 

face) as an indicator to decide which images to choose for an optimal enrollment.  

b)   A proper image for enrollment should accomplish, in general, the following 

requirements: 

 Face size 150x150 pixels (minimum 100x100 pixels). 

 Good lighting conditions. 

 Frontal face. 

In addition, it should avoid occlusions, rotations, blurry images and extreme facial expressions. 

.  
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BioFinder Settings 

In the Settings tab it is possible to modify the behaviour of the application and to adjust the 

parameters that control the biometric algorithms. In this section only the settings that need to 

be modified more commonly depending on the scenario will be described. BioFinder will also 

show a short description of the function of every item by hovering the mouse pointer over it. 

General settings 

 

In General settings you can do the following changes: 

1. Language: BioFinder is in English by default, but here you can change the language to 

Spanish and Catalan.  

2. Updates: BioFinder can automatically look for new updates by just keeping checked 

the option Check for updates.  

3. Visualization: Here you can adjust some parameters related with the interaction of 

BioFinder. 

a. Full screen: To work with BioFinder in full-screen mode check this option and 

press the Save button. To exit of this mode uncheck it and press Save. 
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b. Grid size: Here choose the rows and columns size at the camera grid in Live 

tab. Please keep in mind that the fact of increasing this number affects directly 

on the computer performance, so BioFinder will need more computational 

resources. 

c. Live Alarms: Here you can indicate how many alarms you want to visualize in 

the Detection tab within the Live section. 

d. Alarms per page: Denote the number of alarms you want to visualize per each 

page in Alarms section. 

e. Subjects per page: Indicates the number of subjects to be visualized in each 

page in Subjects section. 

4. Authentication: It asks for a user and password to keep your data safe. By enabling 

this option, there will not be any default password. So, you will have to keep this in 

blank. To set a password, press on the drop-down list and click on Administrator. 

Afterwards press on set password and the following window will appear: 

 

If you are setting the password for the first time, keep the option Current password 

empty. Then, write the New password and write it again in Retype password. Press OK.  

To delete the password, press on the Default button, keep checked only the General 

option and press OK.  

5. Logs: If you click on the each option that finishes in .log, you can have information 

about the BioFinder performance.  

6. License: This section gives relevant information about your product license.  

a. License type: The licenses can be Online or Offline. For further information, 

see “Why does BioFinder ask to validate the license with the license server?” of 

this guide. 

b. Expiry date: Shows the expiry date of the license. 

c. Need to connect in: When the license is Online, this setting shows how long it 

needs to be validated by the server. Once the time is ended and the license 

has not been validated, a message saying that it needs to validate will appear 

and BioFinder will not work.  

d. Maximum number of media files: It indicates the maximum number of media 

files that can be processed simultaneously in the Live tab, according to the 

license limitation. 
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e. Maximum number of subjects in the database: It denotes the maximum 

number of biometric references that can be charged simultaneously in the 

memory. These references include the active subjects in the database and the 

faces that are being captured. The inactive subjects are excluded. 

Alarms settings 

 

In the Alarms settings you can modify the following parameters: 

1. Visualization:  

a. Captures per alarm: Specifies how many faces BioFinder has to save in the 

database for each alarm. 

b. Save image: If this option is checked the entire image from the media file that 

carried the alarm will be saved; if not, it will only save the detected faces 

images.  

2. Sounds:  

a. Enable: Enables a certain sound every time BioFinder identifies.  

b. File path: Write the path of the sound you want when BioFinder generates an 

alarm. If the path is unknown, press on the Browse button and a window 

where you can select the file will appear.  
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Enrollment settings 

 

In Enrollment settings, you can modify the following parameters: 

1. Samples:  

a. Quality:  The Quality value in the Enrollment section overrides the detection 

Quality threshold, since the enrollment process has higher quality 

requirements than detection/identification. A low value will permit the user to 

enroll subjects with low quality images, which will generate poor biometric 

references, while a high value will only allow enrolling a subject with high 

quality images, which is highly recommended. The default value is 50. 

b. Images per reference: This parameter stablishes the maximum number of 

faces that the system can use to generate a biometric reference. If this 

number is too low, the system may not have all the information needed to 

identify a subject in a future. The default value is 12. 

c. Images per subject: It indicates the maximum number of images that a subject 

can have in the database.  

2. Synthetic views: Indicate the path where BioGenerator is installed.     
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Face detection settings 

 

The detection parameters play an important role in the performance of the application and 

must be adjusted carefully. In Detection settings it is possible to modify the following 

parameters: 

1. Properties: 

a. Threshold:  The Threshold parameter in the Detection section controls the 

threshold of the face detection algorithm.  

Low values increase the face detection rate, but also will lead to an increased 

number of false detections (detect a face where there is none). On the other 

hand, higher values will limit the number of face detections and will probably 

miss some faces present in the scene. The default value of this slider is 30.  

However, if you observe that in your scenario the detection algorithm fails to 

find all the faces, you may try with a lower value. The scenario conditions that 

may require decreasing the detection threshold are the image quality 

(blurring, noise), lighting (low lighting or non-uniform lighting), and height of 

the camera in relation with the face, among others. 

b. Quality: The Quality parameter sets the minimum face quality score of the 

detected faces. The faces that have a lower quality score than this slider value 

will not trigger a detection alarm nor will be matched against the subject 

database.  

This is intended to limit very low quality face images which have a higher 

probability to be misidentified. Thus, a low value here would increase the false 

identification rate, while high value will only allow high quality faces to be 

matched against subject database, reducing the false identification rate. The 

default value is set to 45. However, if you observe in your scenario too many 

detected faces, do not trigger neither a detection nor an identification alarm, 

you may try with a lower value. The factors that control the face quality 

estimation are the face frontality and image quality in terms of noise and 

sharpness. 
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c. Minimum face size: Here you can specify the size of the smaller face that can 

be recorded. Be careful, this setting has a huge impact on the speed 

performance of the detection. A low value would produce face search that 

would create a heavy load on the computation resources.  

2. Actions:  

a. Generate alarm: Keep this option checked to generate a new detection alarm 

every time a new face is detected. 

Identification settings 

 

In Identification settings you can perform modifications in the following parameters: 

1. Properties:  

a. Threshold: The Threshold slider in the Identification section controls the 

threshold of the identification algorithm. Low values will lead to a high 

identification rate, but false identifications may appear. On the other hand, 

high values will lead to a lower identification rate, but will increase the 

confidence of the identifications, drastically reducing the false identifications. 

2. Visualization:  

a. Candidates: This parameter stablishes the maximum number of identifications 

the system can show as possible matching candidates.  
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Database settings 

 

In the database settings you can do some changes on the following parameters: 

1. Connection:  

a. Driver: Write the driver used to connect to the database. 

b. URL: Indicate the database server URL. 

c. Port: Write the port whereby the server is connected to the database. 

d. Name: Write the database name. 

e. User: Indicate the user name to be connected to the database. 

f. Password: Write the database to be connected to the database. 

2. Maintenance:  

a. Maintenance time: Indicate the planned time to carry out maintenance tasks 

in the database. 

b. Deactivate subjects after: Keep this option checked to deactivate subjects 

after the indicated number of days. 

c. Remove subjects after: BioFinder will eliminate subjects of the database after 

the indicated days. 

d. Remove alarms after: BioFinder will remove alarms after the specified days.  
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Communication settings 

 

In Communication settings you can modify the following parameters: 

1. Mail: Indicate the specific information about the mail server. 

a. Server: Write the server address. This address will change depending on the 

mail client server that you use. Here you have some examples of the most 

common email providers: 

- Gmail: smtp.gmail.com 

- Hotmail: smtp.live.com 

- Yahoo: smtp.mail.yahoo.com 

b. Port: Write you mail provider server port. The most common used are 25 and 

587. 

c. User and password: Write the sender mail username, as an example 

sender@domain.com, and its password. 

2. BioCom:  

a. Enable: Check this option to allow BioFinder to send automatically the 

configured alarms to an external application through BioCom module. 

mailto:sender@domain.com
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b. HTTP Port: Check this option and specify the HTTP port through which the 

alarms will be sent. 

c. TCP Port: Check this option and specify the TCP port through which the alarms 

will be sent. 

d. Activate SSL Encryption: This option increases security between 

communications by using SSL protocol. It requires administrator rights. 

e. Confirm alarm up to: Selecting this option, every time there is an identification 

alarm, BioFinder will show a window asking for a confirmation for this alarm. If 

the alarm is not confirmed, it will not be sent via BioCom. The window will be 

available during the seconds indicated in here. If there is no answer during this 

period of time, the alarms will be sent automatically.  

3. BioCom (previous version):  

a. Enable: Check this option to send automatically the configured alarms to an 

external application through BioCom module. 

b. Id: Specify a name to identify this BioFinder instance in BioCom alarms. 

c. Type: Specify what format the alarms must be sent. 

d. Confirm alarm up to: Selecting this option, when there is an identification 

alarm, BioFinder, will show a window asking a confirmation for this alarm. If 

the alarm is no confirmed, it will not be sent via BioCom. The window will be 

available during the seconds indicated in here. If there is not answer during 

this period of time, the alarms will be sent automatically.  

e. Connection time-out: BioFinder will try to stablish connexion with the external 

application during the specified second. 

f. Retry after: If the connexion could not be stablished, BioFinder will try to 

connect again after the indicated seconds. 

g. URL: Specify the IP addresses, separated by a comma, where to send the 

alarms. 

h. Port: Write the port where to send alarms. 

i. Alarm queue size: BioFinder will keep in memory the specified number of 

alarms and then they will be sent when an external application is connected 

via BioCom. 

j. Send: There are several options that can be sent, check the desired ones.  
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Graphic Card settings 

In this section you can configure how to process the videos.  

 

Selecting the option All faces all detected faces will be analyzed. This task will involve more 

GPU effort, but system will be adjusted such that it does not end up saturating with many 

faces. 

On the other hand, if you select Maximum speed, faces from same subject will be discarded 

for a better speed improvement.   
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Frequently Asked Questions 

Why BioFinder not recognize my videos? 

BioFinder accepts H264 format, YUV 4: 2: 0, and allows you to load the following types of 

containers: 

 MPEG-4 (MP4) 

 Matroska (MKV) 

 Audio Video Interleave (AVI) 

 Quick Time Movie (MOV) 

What are the minimum requirements? 

 CPU: Quad Core with 8 threads 

 GPU: NVIDIA - CUDA 6.5 (Recommended NVIDIA GeForce GTX 750 Ti) 

 RAM: 8 GB 

 OS: Windows 7/8/8.1 64 bits 

 HDD: 2 GB 

Why is BioFinder not detecting faces? 

There are some general conditions that the image and the faces have to meet. 

The faces must have more or less a frontal pose. Also, they must meet minimum size 

requirements. In the Detection menu under the Settings tab you can configure the minimum 

and maximum size in pixels. If a face is smaller than the minimum or bigger than the maximum 

size it will not be detected. 

Also, you must ensure that the media file gives the best image quality possible. That includes 

that the lightning conditions are good, the image is focused, etc. 

In the Detection menu you can lower the Threshold slider that determines the level of 

confidence that BioFinder must meet to determine it has found a face. However, very low 

threshold levels can lead to false detections. There is also the Quality slider that determines 

the minimum quality (this quality metric includes things as sharpness of the image, lightning) 

that the faces must meet to be eligible for the identification process. 
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Why is BioFinder not identifying? 

The first step in the identification process is the detection of a face. Please, refer to the “Why 

is BioFinder not detecting faces?” question first to make sure the detection is working properly. 

For a subject to be identified, it has to be active in the database. Search for the user through 

the Subjects tab. If the subject appears it has to be active (a green dot on the left). 

One of the most usual causes for identification not working is an enrollment made from too 

few and low quality images. Please, refer to the Enrollment section of this guide for tips on 

how to make a good enrollment. 

Also, check the Threshold slider. Internally, BioFinder compares the biometric reference for 

the face it has detected in the image with those of the subjects in the database. Each 

comparison gives a score from 0 to 100. The threshold establishes the value above which two 

faces will be considered as belonging to the same subject. Setting this value lower will allow a 

higher identification rate but also false positive identifications can occur. 

Some occlusions on the face may affect identification; although BioFinder is quite tolerant to a 

certain degree of occlusion it can sometimes lead to a subject not being recognized. 

Why is BioFinder making mistakes in the identifications? 

One of the main causes can be the poor quality enrollment of the miss-identified subject and 

the real subject. When the biometric references are made from low quality information the 

identification process is less reliable, so it is recommended that the best quality images be 

used to enroll the subjects. Refer to the Enrollment section for more information. 

The Threshold slider in the Identification menu (under the Settings tab) can be set at a higher 

value so that less false positives occur. False positive have usually lower scores than true 

positives.  Note that as detection is the first step in identification, all things said regarding 

detection are also relevant here, in particular the Quality threshold (in the Detection menu). 

We can enforce through this quality parameter that only good quality images be eligible to 

begin an identification process, leading to less false positives.  

Remember that no automatic decision algorithm is foolproof; therefore there will be always a 

small error rate. 
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Why do I see a face detected on a video stream and a new alarm is not 

raised? 

This behavior is closely linked with a property of the face which is intended to be detected, its 

quality. BioFinder has an automatic quality control, which performs as a filter by discarding 

low quality faces and extracting biometric information from high quality faces to compare 

them against faces from the watch list. 

The quality limitation can be found in Settings -> Detection -> Properties -> Quality. 

 A low value will permit low quality faces to be matched against the subject database, 

and therefore might generate more detection and identification alarms, but on the 

contrary may also increase the number of false identifications. 

  A high value will only allow high quality faces to be matched against subject database, 

and thereby might generate less detection and identification alarms, but will also 

decrease the number of false identifications. 

Why does the same face appear as a detection and identification alarm? 

BioFinder is constantly analyzing every face from every frame coming from every video. This 

means that many faces from the same person but from different frames may be detected and 

compared against the watch list. 

Each face is individually processed, which might lead to different identification results for each 

of them. Some faces could be taken as detections (matching score below identification 

threshold) and some others as identifications (matching above identification threshold). 

Consequently, we could have both detection and identification alarms from the same person. 

Why does BioFinder not allow me to enroll a new subject? 

BioFinder provides an automatic quality control, which gives an estimation of the quality of a 

certain image, based on size, rotation and sharpness among other parameters. Each image 

added to the subject management panel has its own estimated quality, specified by a blue bar 

below the image. All images that will be used to generate the biometric reference of a subject 

must have a greater quality than the threshold defined on Settings -> Enrollment-> Samples -> 

Quality. Moreover, be sure that minimum and maximum Face Size values from Settings -> 

Detection -> Properties are correctly set for the set of images you are attempting to use. 
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Why can BioFinder not connect to the database? 

Please, check that the database service is running in the machine in which it is installed and 

that it is accessible from your machine. 

In the Database menu under Settings, check that the database settings (Driver, URL, Port, 

Name, User, Password) are correct. 

The values by defect: 

 Name: BioFinder 

 User: postgres 

 Password: Test1234 

Why is there delay between streaming and alarms? 

The video processing and facial analysis tasks are computationally expensive. A stream of high-

resolution monitor faces can lead to some delay generated between streaming and alarms. 

Why is BioFinder running at low performance? 

It is completely normal that GPU usage rises to high values when processing multiple media 

streams, when the frame rate is high or a large number of faces are visible. However, this fact 

does not necessarily imply that the system performance has to decrease. 

It is fundamental to correctly set up the right system for a specific scenario with the right 

parameters. Hence, following the hardware requirements for each case is our first 

recommendation. In addition, adjusting the following parameters will help on this setup: 

Set realistic values for Settings -> Detection -> Properties, such as minimum and maximum 

Face Size and Rotation. Thus, the system will only search for faces that can actually appear on 

the image. 

Why does BioFinder show “License not found” at the start and then asks 

for an activation file? 

BioFinder needs a specific license for each computer it is installed on. If you have not done it 

yet, please send the license request file  

C:\Program Files\Herta Security\BioAlgorithms\2.0\LicenseActivation\hwkey.txt 

to license@hertasecurity.com and shortly you will receive the activation file from Herta 

Security. 

mailto:license@hertasecurity.com
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Why does BioFinder ask to validate the license with the license server? 

BioFinder has two different licensing types, online and offline. The online license needs to 

connect regularly with the license server at the host license.herta-security.com and port 1234, 

while the offline does not require constant internet connection. 

Please, make sure that the computer with the online license has internet access and is able to 

connect to the license server at the specified host and port. You may need to check your 

connection and firewall settings. 

¿Why did the message “CUDA driver version is insufficient” appears? 

To resolve this issue, please upgrade to the latest version of your NVIDIA drivers. 

http://www.nvidia.es/Download/index.aspx



